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O KOMINMNAHMM

KOMMEPYECKWUM NOTEHLUMUAN

roa oCcHoBaHusA

51,4

mnpa P Bbipyuka
3a 2024

APTUKYJIOB B aCCOPTUMEHTEe

> 400 MJAH LUT. B ron

BbINYCK NPOAYKLUU Ha POCCUIMCKUX 3aBOAaX

NMPOU3BOACTBEHHbLI NOTEHUUA

> &4 "700

COTPYAHUKOB

naowaab OTrpy30UHbIX LLEHTPOB
B Poccuu u 3a py6exxom

164 OOO m=2

njowaab LEeXoB POCCUNCKUX NpeanpUATUA

1 1 mnpn P
npouHBecTupoBaHo B 2020-2025



NMOPTEJIb BPEHOOB

1=K

3J'IeKTpOTeXHI/1L-IeCKaF| npoaoykuma

'( KOHTAKTOP

by IEK

CunoBoe 1 MoaynbHoe obopyaoBaHue
POCCUNCKOro NMPOn3BOACTBA
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PelweHus A4 aBTOMaTmM3aunm CMCTEM yripaBieHund

MASTERSCADA

MporpaMMHbIN KOMMEKC ANs pa3paboTKM CUCTEM
ynpaBneHus n gncneTyepusanmm

nnK

by IEK

Poccuinckoe obopynoBaHue ana IT-TexHonorum

GROUP

AMBIOT

OTkpbiTas lloT-nnatdopma Ans ynpaBrieHns OCBELLEHNEM

LEDEL

HpoeKTHOG ocBelleHne, CBeToTexHM4YeCKad npoaykKund

N=EOSUN

by IEK

ConHeyHble 6aTapen, NMTUN-NOHHbIE aKKYMYIATOPSI,
aBTOHOMHbIE 3HEPIrOCUCTEMbI U CONTHEYHbIE 3NTEKTPOCTaHLMMN




MEHSAEM NMNOAOAXOL

OT HABOPA APTUKYJ1OB K PELLUEHUIO

> Co3paHbl U MPOTEeCTNPOBaHbl KOMIMJIEKCHbIE peLlleHnA
Bonee 25 net Mol npegnarananm otaesibHbie KOMIMOHEHTDI,

He ObbeanHEeHHbIe B CUCTEMyY > HacTpoeHa nHTerpaumsa ¢ pasnmnyHbiMm nnaTdopmMamum
ancneTyepursauvm n NPeANKTUBHOIO aHam3a




KOMMNNEKC MHOKEHEPHDBIX CUMCTEM i

CepBepHbie WKadbl
CucTeMbl KOHTENHEPU3ALLNMU

Bnoku pacnpepenenusa nutaHna n ABP
KoHanumoHmpoBaHmne
BecnepebonHoe nnuTaHue

CKC

JToTkun gnga ontmkum

HKY

MarmncTpanbHbIV LLMHONPOBOA

KHC

OcBelleHune

V VWV V V V.V V.V .V .V VYV

MOHUTOPUHF



SKOCNMCTEMA IEK GROUP
ANsA LLoLn

MPOrPAMMHDBIE NPOAOVKTbI IEK DIGITAL

MASTER
DIGITALTWIN

MASTER

SCADA 4D 1Q DATA 1Q LINK

LindpoBon ABOMHMK Ob6beKTa.
MopennpoBaHVe U3MEeHEHNI
HarpysKmu, TEMNJ0BOM KapTbl

N OTKa30yCTONYMBOCTMW.

SCADA-nnatdopma ACY TTT.
MOHUTOPUHI BCEN NHXKEHEPHOW

nHdpacTpykTypbl LOO, OPC
UA, Modbus, web-knuneHT. nHpacTpykTypbl LLOL,

[MporpaMMHO-annapaTHbIN
KOMMJIEKC MOHUTOPWUHIa NHtennektyanbHaa CKC AIM

MH)KEHEPHOE OBOPYNOBAHME IEK ONA LLOLNO
OCBELLEHME CKB DATACOOL
MBI ITK ELECTRA HKY FORMAT PRO LEDEL/FEREX
KOHTEMHEPU3ALIMA
O [y e CUNOBbLIE AB CKC GREEN gyl
ARMAT
ABTOMATU3ALIUSA KHC LESTA/ESCA —tobelnlidlelfeps

LWKADDbI DATAUNIT ONI LINEBAR



MASTERSCADA 4D

> EpuHaa cnuctema cbopa > PaboTta Ha «<BepXxHEM»
M 06pabOTKM JaHHbIX n «cpegHeM» ypoBHax ACY
> [llopaepxka 60 NPOMbILLIEHHbIX > becnnaTtHas cpepa pa3paboTku
NPOTOKOIOB OOMeHa NPOEKTOB
n 10 000 paznnyHbIX BMOOB C NOAPOBHOM AOKYMEHTaLMEN K
obopynoBaHua obyyaloLmMMmM MaTepmranamm
> ObecneyeHre HagexHOCTH > CooTtBeTcTBME TPEOOBAHUAM
N pe3epBUPOBaAHMUSA npukaza PCTIK Ne 239
o1 25.12.2017 ropa




MASTERSCADA 4D

MPNOPMUTETDbI 2025-2027

PEJIN3 MASTERSCADA 4D

DT 2.0 ONMTMMMMIALINA UX

NMOBbILWLEHHASA
CTABMNBbHOCTD

HOBDBIE KOHTPO/JIbI
TPEHA 2.0

EAMHASAS CUNCTEMA ONSA
VNAPABJMIEHUSA MPOLLIECCOM
PA3SPABOTKM

NMTOKAJINSALLNA

AOANMTUBHbBbIA HMI CEPBMC JIMLLEH3NPOBAHMA




MASTERSCADA 4D

VvV

V VWV V V V V

OPC DA/UA/HDA

Modbus, BACnet, Profinet, SNMP,
IEC 60870-5-104, IEC 61850, OMRON, MITSUBISHI, DLMS

MQTT — vHTerpaumsa c IOT-ycTponcTBamMmn 1 06/1aKoM
ODBC-knneHT — nHterpaumsa ¢ b/

[TpOTOKONbI 3NEKTPO- N TEMIOCYETUMKOB

OTtkpbiTas API

HanucaHve gpaneepoB Ana nHterpaumm Ha asbikax CH#/C++

[Nopnepxka kamep — npotokon RSTP

OBDC

Syslog
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MHDOOPMALLMNMOHHASA

BE3ONACHOCTD

Co3paaHve yHUKanbHOW yYeTHOM 3anucu ans
Ka)kAoro noJsibzoBaTens (BO3MOXXHOCTb
6OKUPOBKMN, yoaneHus v op.)

Ha3sHauyeHue nepBUUYHOro napons,
CaMOCTOSITE/IbHOM YCTAaHOBKM U CMEHbI, 3anpeT
Ha ucnonb3oBaHMe NOBTOPSAIOLWUXCSA NapPOsIeH,
a TakXXe C/I0XKHble Maposm

PoneBas Mmopenb, paspeneHme npaB u gocrtyna
K uHpopmMaumm (Habop OB ana rmbkomn
HaCTPOMKM)

AyTteHTudukauma nocpeacrsom Active
Directory (LDAP ons Linux)

XpaHeHue napons KOHeYHoro nosib3oBaTens
B 3al4MLLEHHOM MecTe (dalin ¢ xell-cyMMamm

wnodpyeTtcs)

Oc=
[m—]
[m—]

[m—]

I | | -
acJca
I | | -
occa

XypHan gercTBMM onepaTopa, BOIMOXXHOCTb OTMPaBKMU
Ha syslog-cepsep

OrpaHuuyeHue gocTyna K XXypHany permctpaLmm cobbiTnin
6e30MacHOCTHU

YBepoMneHUs O NepernosiHeHUM XXypHana permcrTpaumnm

HacTpoWka nepunopa xpaHeHus, pasmepa xxypHana

XpaHeHue xypHana (nora) cobbitun VIb (oencreumin
nosib3oBaTesIeN) B OTAENbHOM 6a3e faHHbIX

Bo3sMoxHocTb ncnonbsosaHua cetesou Bl co cnnckom

nonb3oBaTenen NnpPoekKTa A4 UCKJro4YeHnsd ABOUHOIO
JIOrMpoBaHUA Ha Pa3JIMYHbIX y3/1aX

KoHTtponb LenoctHocTu 1O u npoekTa ([M110)

MexaHusMbl ayTeHTUPUKaLUU peanm3yoTCs
C UCMOJIb30BaHUEM 3aLUMULLEHHbIX MPOTOKOJIOB



LLNDPOBON ABOMNMHMK

NMNMO3BONHAET:

> MOHUTOPUTb COCTOAHME OBOPYAOBAHNA OHMTANH Ha
TOYHOM KOMUKM OOBbEKTA

D> ObiCTpee 1 NpoLle OPUEHTUPOBATbCA Ha OObEKTE,
6narogaps:

- BO3MOXXHOCTU ANCTAaHLMOHHOIrO NepemMeLLeHuns no
Konum obbvekTa (2D/3D)

- BO3BMOXHOCTU BNOETb BCE «CKPbITbl€ KOMMYHUKaLNN»

> nofy4vaTb MTHOBEHHbIM AOCTYMN K €ANHOMY
NPOCTPaHCTBY C akTyanbHOW MHPOPMaLMM NO
aKTUBaM (XapaKTepUCTUKN 0OopyaoBaHuUS,
LOKYMEHTaLMA)

> MNpoBOANTb ObyyYeHMe NnepcoHana Ha TpeHaxepax

D> nony4aTtb MPOrHo3bl PaboTOCNOCOOHOCTH
060pyaoBaHNA U MPOUTPbIBaTb apXMBHbIE AaHHbIe
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MLIOLA.
PEAJIMSOBAHHDIE PELLEHAUSA

INOBELLEHMS OTKINOUEHD

INEKTPOCETD MHEPORIMMAT BEHTWRAUMA ~ PATCHECK BE3ONACHOCTD HYPHAN 14 HACTPOMKH

BrmopHux  11:42:57 17-03-2026 DATARK

3NEKTPOCETD MMEPORNNMAT pETHRANMA ~ DATCHECK BE3ONACHOCTD HYPHAN 8 HACTPORKN 2z sitronics -
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MoaAvIib MOHMUTOPUMHIA

C YHUKAJIbHbIM UI/UX N
PDU

> [JaTuMKOB OKpyXatoLLei cpeap

> CKy[

MosBonser nonyyvyaTtb AaHHbI€ B peaJibHOM BPpeéMeHU

> OnoselleHre agMmHmcTpaTopa no Email n SMS

> [unbKko HacTpamBaeMble TPeH bl

BAOK NUTaHuA — ‘ ’—{ Knemma RS-485 ch2 (CKYAQ)
CETb (ocscanoR) Modbus RT L Knemma ebixoAa pene (agapuiHbli Mask)
208 BAOK NHTaHHA AvckpeTHbi i Bxog 1 (AaT4uK npoTeykn)
| u .
ITK IGDATA fpeae Rt DI AucKpeTHbIA BXog, 2 (AaT4mMK NpoTeykH)
= JuckpetHoii Bxog 1 (gatumk gsepn)
I JuckpetHbiii Bxog 2 (gat4uk gsepn)
—{ MNopt garumka T/H 1
NMporpaMMHo-annapaTHbIi KOMMJIEKC | Mg porvs T 2
[—Modbus RTU—] ‘ MNopt garumka T/H 3
MOHUTOpPUHra uHppacTpyktypoi LO wisiaea  —  KOHTPOJUIEP
—{ MopT gamimka T/H 10 |
> [lpepHa3HayeH gns cepBepHbix 1 LLO/ _mp_ﬂ Rags Ethernet 1
RJ45 Ethernet 2
> [lpocT B MOHTaXxe, HaCTPOWMKe 1 aKCnyaTaumm

—( RJ45 Ext.mod
> [10O 6asunpyetcsa Ha MasterSCADA 4D Q usa

—’ SIM 1 apantep |
GSM aHTeHHa 4G [ SIM 2 apantep |
moaynb |

_| MaHens KHONKKM BRNIOYEHUA W MHAWMKAUMW




MHTEMNEKTVYAJIbDHASA CKC

MOLOVIiib AIM

iTIK iGLINK

CneumanusmpoBaHHoe ob6opypoBaHue CKC ITK IQLINK

MogaynbHas
naTy-naHenb IQLink NHTennekTyansHble

vomym [TporpaMMHO-annapaTHbIV KOMMEKC 415 OnepaTUBHOro
aster + Slave 1Y)

MOHUTOPWHIa CETEBbIX NOAKIIOUYEHWNIN, KOHTPOIS TpaduKa
N yyeTa CeTeBOU MHPPaACTPYKTYPbl NpeanpusaTus.

3arnyuwka
AN naTy-naHenm

CraHpapTHble
Keystone Moaynu naTy-Kopabl

CraHpapTHble

CNCTEMA AIM
+ MO AIM
e — (Automated Infrastructure Management) aBToMaTnuyeckmu

= — Sl : ; COCTaB/IAET KabesIbHbIN XXYPHa M MOHUTOPUHT
KabesnbHbIX COeANHEHNN

il ¢



MHTENMNEKTVYAJIbDHASA CKC =K

1m K iGLINK

by IEK

[MporpaMMHO-anmapaTHbIX KOMIMIEKC, MO3BOJISIOWMA B PEXMUME
peasibHOro BPeMeHM KOHTPOTMPOBaTb COObITUSA B KabenbHOWM
MHIPaCcTpyKType KoprnopaTmneHbix ceTten n LLO/.

CucteMa aBTOMaTU3NPYET OKYMEHTUPOBaHME KabenbHbIX
NOAKITIOYEHNIM U COObITUIN, MOMOraeT bbICTpee HaxoAUTb CeTeBble
YCTPOWCTBA M YCTPaHATb HEMCMPABHOCTH.

il (

‘ ) lll;nlllll "

~

> HenpepbiBHbIN MOHUTOPUHI KabebHbIX
NepektoYeHnIn =K

4 YHpaBneHme MOHTa>XHbIMWN 3aaHNAMUA

> YckopeHue agMUHUCTPUPOBAHUSA C COXPaHeHMEM
aKTyaNlbHOCTW 3KCMyaTaLuMOHHOM AOKYMEeHTaLuum
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